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Tako kot v vaji FTP server, naprej nalozimo FileZilla server iz interneta.

Download FileZilla Server for Windows (64bit x86)

The latest stable version of FileZilla Server is 1.5.1

Please select the file appropriate for your platform below.

|

© Windows (64bit x86) L&

Download
FileZilla Server

i
The 64bit versions of Windows 8.1 and 10 are supported.

& More download options

Not what you are looking for?

Other platforms:

s Show additional download options

Klikamo naprej dokler ne nalozimo in se nato Se povezemo.
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File Server Edit ?
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FileZla Server 09,60 beta
(Copyright 2001-2016 by Tim Kosse (im kosse @fiezila project org)
hitps:/ fiezila-project org/
(Connecting to serverlocalhost:14147...
(Connected, watting for authentication
Logged
You appear to be behind a NAT router. Please configure the passive mode seftingf
[Waming: FTP over TLS is not enabled. users cannot securely log in. Users
Retrieving account settings. please wat...
[Done retrieving account settings Page: Account settings Users
General Enable account
Shared folders Password:
Speed Limits
1P Filter Group membership:
Bypass userlimit of server
Maximum connection count:
Connection limit per IP: 3 d
Add { Remove *
Force TLS for user login
Rename Copy
Description
OK
You can enter some comments about the user
Cancel
[ Account 1P Transfer Progress Speed




e Nato dodamo novega uporabnika z »Add« gumbom.

af
Page: Account settings Users
- General Enable account el
i+ Shared folders [password:
Speed Limits
i IP Filter Group membership: | <none> v

[Bypass userlimit of server

Maximum connection count:

Connection limit per IP: D

[JForce TLS for user login I

Rename | Copy

Description

OK

You can enter some comments about the user
Cancel

e Pod »shared folders« pa Se lahko dodamo katere datoteke lahko ureja.

e Sedaj pa da zascitimo naso povezavo gremo nazaj na FileZilla server in
kliknemo »edit« in nato »Settings«. V nastavtvah pa kliknemo »FTP over TLS
settings«
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FileZila Server 0.9.60 beta
Copyright 2001-2016 by Tim Kosse ttim kosse@filezila-project org)
attps:/fiezillaproject.org/
Connecting to server localhost:14147.
Connected, waiting for authentication
Logged on FileZilla Server Options X
You appearto be behind a NAT router. Please configure the passive mode sef

Waming: FTP over TLS is not enabled, users cannot securely log in - )
Retrieving account seftings, please wait - General settings FTP over TLS settings FileZilla Serve

Done retrieving account settings Welcome message

Retrieving settings. please wait.. 1P bindings [JEnable FTP over TLS support (FTPS)

Done retrieving settings 1P Filter Disallow plain unencrypted FTP
Passive mode settings X.509 Certificate
Security settings
Miscellaneous Private key file: Browse...
Admin Interface settings
Logging Certificate file: T
Speed Limits -

Password wil be stored in

vansmpessmn Key password: plaintext.
{FTP over TLS settings]
Autoban Generate new certificate...

Explicit and implicit FTP over TLS
Allow expiict FTP over TLS (default: yes)
Note: Explcit FTP over TLS shares the normal FTP port configured on the General settings page
Listen for implicit FTP over TLS connections on the following ports (default: 990):
990

File transfer security

These settings need to be enabled for file transfers to be secure.

Force PROT P to encrypt file transfers when using FTP over TLS

Cancel Require TLS session resumption on data connection when using PROT P

e Obkljukamo Enable FTP over support in pojavile se nam bodo nove moznosti.



e Da aktiviramo FTPS moramo imeti certifikat. Certifikat pa naredimo tako da
spodaj kliknemo na gumb »Generate new certificat«

This dialog wil help you to create a new private key and a
self-signed certficate, needed by FieZila Server to accept TLS
connections.

Please fill out the required information. Wrong or missing information may
confuse dients,

Key size: © 1280 bit ) 2048 bit
M 20igt country code: 01
Full state or province:  Missouri
slll Locaity oty): Kansas City
Organization: Red Stapler
Organization unit: Red Stapler
Contact E-Mai: red_stapler @outiook.com
mm): locahost
m-(:“ o, Ciieertfcate.t
Generating the certificate may take some time depending on the key size.

e

¢ V polja vpiSemo informacije o naSem »podjetju« oz. »organizacije« in na
koncu izberemo datoteko kjer bo certifikat deloval.
¢ Kliknemo »Generate certificate« in ga imamo.

l_'k Certificate generated successfully.

¢ Kliknemo OK, vpiSemo na$o geslo in naSa povezava je zavarovana.



Ko se poveZzemo v FileZilli lahko vidimo ve¢ informacij.

The server's certificate is unk Please ¢

£l

the certificate

to make sure the server can be trusted,

Public key algorithm: RSA with 1280 bits
Signature algorithm:  RSA-SHA256

Subject of certificate

Common name: localhost

Organization:  Red Stapler

Unit: Red Stapler

Country: 01

State or province: Missouri

Locality: Kansas City

E-Mail: red_stapler@outiook.com

Session details

Host: localhost:21

Protocol: TLS1.2

Key exchange: ECDHE-RSA

Cipher: AES-256-GCM
‘ MAC: AEAD

Details

Valid from: 11/4/2016 8:52:42 AM
Valid to: 11/4/2017 8:52:42 AM
Serial number: 00

Fingerprint (SHA-256): €6:86:df:d2:69:4b:38:03:02:60:72:9f:ce:82:0:28:
35:68:38:8d:30:1d:80:60:32:bb:5c:d9:f1:c5:1bzee
Fingerprint (SHA-1):  0e:fb:23:37:03:0e:4b:c1:3f:bd:f1:0b:f2:82:9:¢1:69:26:69:bc

Certificate issuer
Common name: localhost
Organization: Red Stapler

Unit: Red Stapler

Country: 01

State or province: Missouri

Locality: Kansas City

E-Maik red_stapler@outlook.com




Vprasanja:
1. Kaj je SSL in kako deluje?

Protokol je uporabljen za zagotavljanje varnosti na internetu. Uporablja
Sifriranje z javnim klju¢em, da zagotovi varnost podatkov. SSL certifikat se
uporablja za identifikacijo identitete na spletu. Ce je identiteta okej, se spletna
stran zavaruje (vidimo klju¢avnico ob domeni) in si lahko zac¢neta (racunalnik
in server) izmenjevat podatke, ki so zavarovani oz. varni.

2. Kaksna je razlika med FTP in SFTP?

FTP (port 21) za prenos oz. izmenjavo podatkov med raCunalnikom in
streznikom. FTP ni varovan. Preneseni podatki niso Sifrirani ampak so v
tekstih. Npr. Filezilla — povezemo se na server in lahko na server naloZimo
nekaj ali pa si prenesemo na nas racunalnik (odvisno od pravic katere so nam
dodeljene oz. katere dodelimo mi).

Razlika pri SFTP (port 22) je, da je ta varovan (Secure FTP). Podatki so
Sifrirani.

Oba protokola sta povezovalno usmerjena. Oba uporabita TCP protokol za
prenos podatkov, torej natancen oz. zanesljiv prenos.



