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Izklop IPV6 pinging (ICMP request)

Da izklopimo ping oz. ICMP najprej odpremo Windows Defender
Firewall.

]

4 @ > Nadzomaploiéa > Vsielementi nadzome plosée > Windows Defender Firewall v 0 »p

. . Zascitite racunalnik s pozarnim zidom Windows Defender Firewall
Domaéa stran nadzorne plosce

Pozami zid Windows Defender Firewall lahko hekerjem in zlonamernim programom prepreéi dostop do

Dovoli aplikaciji ali funkciji racunalnika prek interneta ali omrezja.

mimo pozarnega zidu

Windows Defender Firewall v . .
Zasebna omrezja Povezava ni vzpostavljena

& Spremeni nastavitve obvestil

@ Vklopi ali izklopi pozami zid . @ Omreja za goste in javna omrezja Povezava je vzpostavljena
Windows Defender Firewall

& Obnovi privzete nastavitve Omrezja na javnih mestih, na primer na letaliécih in v kavarnah

Dodat tavitvi N . N . -
© Dodatne nastavitve Stanje pozamega zidu Windows Defender Firewall:  Vklopljen

Odpravi tezave v mojem
omrezju

Dohodne povezave: Blokiraj vse povezave z aplikacijami, ki niso na
seznamu dovoljenih aplikacij

Aktivna javna omregja: Omrezje 4

Stanje obveicanja: Prikazi obvestilo, ko pozarni zid Windows Defender
Firewall blokira novo aplikacijo

Varnost in vzdrzevanje

Sredii¢e za omrezje in skupno
rabo

Na levi strani okna kliknemo Dodatne nastavitve, in odpre se nam novo
okno.



#® Windows Defender Firewall with Advanced Security - [m] X
Datoteka Dejanje Pogled Pomoé [

@@

@ Windows Defender Firewall wit| on Local Computer Dejanja

53 Inbound Rules [ ~| Windows Defender Firewall with Advanced Security on Loc... 4

&3 Outbound Rules ‘ " ] ) . ; - .
B Connection Security Rules Windows Defender Firewall with Advanced Security provides network security for Windor @) Import Policy..

> B, Monitoring &a| Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair

@' Windows Defender Firewallis on.
® Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Pogled 4
Osveii

Lastnosti

Private Profile

& Windows Defender Firewallis on.

Q Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Pomoé

Public Profile is Active

@' Windows Defender Firewallis on.

© Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Windows Defender Firewall Properties

Getting Started

Create connection security rules to specify how and when connections between computers are
protected by using Intemet Protocol security (IPsec).

Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also
it is authenticated, or if it comes from an authorized user, group, or computer. By defautt, inboun
blocked unless they match a rule that allows them, and outbound connections are allowed unle
blocks them.

Spet na levi strani sedaj kliknemo »Inbound Rules« (vhodna pravila).

‘ Windows Defender Firewall with Advanced Security - o X
E Datoteka Dejanje Pogled Pomoé
5| nE =]
IRinbound Rules Name Group . Profile ~ || Inbound Rules -
Outbound Rules
B4 Connection Security Rules || ) Apache HTTP Server Public i3 NewRule...
> ™, Monitoring () Apache HTTP Server Public T Fiter by Profile N
9 code.exe Public
9 9 code.exe Public Y Filter by State »
B 9 Deep Freeze Service Inbound (TCP) All Y Filter by Group »
4 £ Deep Freeze Service Inbound (UDP) All Pogled »
9 Firefox (C:\Program Files\Mozilla Firefox) Private .
0 Firefox (C:\Program Files\Mozilla Firefox) Private G Osvedi
| G ftp All |5 lzvoz seznama ...
§ O ftp2 All Pomoé
9 Java(TM) Platform SE binary Public
P 9 Java(TM) Platform SE binary Public
! 9 Microsoft Lync Public
“ 9 Microsoft Lync Private
9 Microsoft Lync UcMapi Private
9 Microsoft Lync UcMapi Public
9 Microsoft Office Outlook Private
@ mysqld Public
@ mysqld Public
0 OSRadar Rule PING IPv4 All
0 Packet Tracer Executable Public
0 Packet Tracer Executable Public
£ Teamviewer Remote Control Application Public
0 Teamviewer Remote Control Application Public
0 Teamviewer Remote Control Service Public
£ Teamviewer Remote Control Service Public
@ Uttimaker Cura Public
@ Uttimaker Cura Public
B ) VMware Authd Service Domain
¥ VMware Authd Service (private) Private
1 9 @{Microsoft.AAD.BrokerPlugin_1000.190... @{Microsoft.AAD.BrokerPlu... Domai
i 9 @{Microsoft.MicrosoftEdge_44.19041.1.0... @{Microsoft.MicrosoftEdge.. Domai... v
< >« >




Na desni strani kliknemo »New Rule« da ustvarimo novo pravilo.

@ New Inbound Rule Wizard x F
Rule Type b
Select the type of firewall rule to create. 5
Steps: d
& Rule Type What type of rule would you like to create?
@ Program
@ Action @® Program n
@ Profile Rule that controls connections for a program.
@ Name O Port I
Rule that controls connections for a TCP or UDP port.
u
O Predefined:
@FirewallAP| dIl.-80200
Rule that controls connections for a Windows experience.
O Custom
Custom rule.
< Back Next > Cancel
Izberemo custom in kliknemo napre.
| @ New Inbound Rule Wizard X
| Program |
E Specify the full program path and executable name of the program that this rule matches.
; k
Steps: E
@ Rule Type Does this rule apply to all programs or a specific program? i
{
5o Program
@ Protocol and Ports ® All programs
Rule applies to all connections on the computer that match other rule properties.
@ Scope
@ Action
(O This program path:
@ Profile T
® Name Example: c:\path'\program exe
%ProgramFiles % \browser\browser.exe 4
Services Customize... i
Specify which services this rule applies to. F
i
< Back Next > Cancel
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Damo na vse programe. In izberemo protokol ICMPv4 (Internet Control
Message Protocol).

| @ New Inbound Rule Wizard X
' Protocol and Ports |
Specify the protocols and ports to which this rule applies.
[ i
Steps: E
@ Rule Type To which ports and protocols does this rule apply? E
s €
@ Program
3
@ Protocol and Ports Protocol type: ICMPv4 v E
@ Scope Protocol number: 1} ]
@ Action ¢
@ Profile Local port: All Ports
@ Name
Example: 80, 443, 5000-5010 er
Remote port: All Ports
Example: 80, 443, 5000-5010 &
Intemet Control Message Protocol Customize...
(ICMP) settings:
i
< Back Next > Cancel
T FF ]

Izberemo vse IP naslove. Torej da nas nihCe ne more pingat.

i

| @ New Inbound Rule Wizard X

Scope

Specify the local and remote IP addresses to which this rule applies.

Steps: N
@ Rule Type E
@ Program Which local IP addresses does this rule apply to? :
@ Protocol and Ports @® Any IP address
@ Scope (O These IP addresses: :
@ Action Adc l
@ Profile -
@ Name -
: il
Customize the interface types to which this rule applies: Customize...
Which remote IP addresses does this rule apply to? i
@ Any IP address R

(O These IP addresses:

< Back Next > Cancel
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In izberemo blokiranje povezave.

Action

Steps:
Rule Type
Program

Protocol and Ports

Action

]

]

L

@ Scope
)

@ Profile
]

Name

f ﬂ New Inbound Rule Wizard

Specify the action to be taken when a connection matches the conditions specffied in the rule.

What action should be taken when a connection matches the specified conditions?

(O Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(® Block the connection

< Back Next > Cancel
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Vse odkljukamo, saj to zelimo blokirati v vseh omrezjih.

@ New Inbound Rule Wizard

Profile

Steps:

@ Rule Type
Program

Protocol and Ports
Scope

Action

Profile

¢ &6 6 6 ¢ ¢

Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

< Back Cancel




In na koncu dodamo Se ime naSemu pravilu. V tem primeru je to ime
Blokiranje.

f 0 New Inbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps: E
Rule Type
Program

Protocol and Ports
Name:

Scope
| Blokiranje|

Action
Profile Description (optional):

& 6§ ¢ &6 ¢ ¢ 6

Name

<o ==
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Sedaj imamo ustvarjeno novo pravilo po imenu Blokiranje ki ga lahko
vklopimo ali izklopimo.

Il 1nbound Rules '

~

Name Group Profile Enabled Action A

] Blokiranje All Yes Block

& Apache HTTP Server Public Yes Block

) Apache HTTP Server Public Yes Block
b rade eve Puihlir Vec Allrar

Ko je pravilo vklopljeno je katero koli »pinganje« (ICMP request) na na$
racunalnik onemogoceno.



w UAWindows\system32\cmd.exe

IMicrosoft Windows [Version 10.0.19044.1766]
€) Microsoft Corporation. Vse pravice pridrZane.

:\UserS\E14—62>ping 172.30.14.103

Pinging 172.30.14.103 with 32 bytes of data:
Request timed out.

Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.30.14.103:
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

\Users\E14-02>_




